
  

  
Abstract—Key agreement protocols are a fundamental 

building block for ensuring authenticated and private 
communications between two parties over an insecure network. 
In this paper we propose an efficient and secure authenticated 
key agreement protocol based on DLP (Discrete Logarithm 
Problem) and Gaussian number field. The main purpose of this 
paper is to use the Gaussian integers; the set of all complex 
numbers a ib+ with ,a b Z∈ in the Gaussian integers, to 
design new key agreement protocol that can help the system to 
be more secure. We show that our protocol meets the security 
attributes and strong against most of potential attacks. Also it 
provides most of desirable performance attributes.  

 
Index Terms—DLP, Gaussian integers, key agreement.  

 

I. INTRODUCTION 
Authenticated key establishment protocols are designed to 

provide two or more specified entities communicating over 
an open network with a shared secret key which may 
subsequently be used to achieve some cryptographic goal 
such as confidentiality or data integrity. Secure authenticated 
key establishment protocols are important as effective 
replacements for traditional key establishment achieved 
using expensive and inefficient couriers.  Key establishment 
protocols come in various flavors. In key transport protocols, 
a key is created by one entity and securely transmitted to the 
second entity, while in key agreement protocols both entities 
contribute information which is used to derive the shared 
secret key. In symmetric protocols two entities a priori 
possess common secret information, while in asymmetric 
protocols the two entities share only public information that 
has been authenticated. This paper is concerned with two 
party authenticates key agreement protocols in the 
asymmetric setting [1]. The design of asymmetric 
authenticated key agreement protocols has a checkered 
history. Over the years, numerous protocols have been 
proposed to meet a variety of desirable security and 
performance requirements. Many of these protocols were 
subsequently found to be flawed.  

In order to make the key agreement protocol strong against 
attacks, we extend the field of protocol not only real number 
but also Gaussian numbers. 
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II. PROPOSED KEY AGREEMENT PROTOCOL IN GAUSSIAN 
FIELD 

In this paper, we design a new secure authenticated key 
agreement protocol that is secure and efficient in the domain 
of a Gaussian integer to be more difficult to break [2] that is 
the main objective of this work. Our protocol consists of 
three phases; The Registration Phase, The Transfer and 
Substantiation Phase, and The Key Generation Phase. 

A. Notations Used 
The notation used in this paper is included as following: 
'p : Long-term secret is large Gaussian prime: 

( 'p iy= ) normally at least 1024 bits. 
y : Long-term secret, 3mod 4y ≡ (at least 1024 bits).
p : Long-term public is large safe Gaussian prime: 

( ' ' 1n p + ). 
' :n Small prime number (normally taken by 2). 
1p : Long-term secret, Euler’s totient function 

21 ( 1)p p= − . 
q : The largest prime factor of Euler’s totient function 

1p . 
G : Subgroup of *

pZ of orderq . 

g : Generator ofG . 
, :A Br r

 
Short-term private keys are random 
integers: 2 , 1A Br r p≤ <  and ( , 1) 1GCD r p = . 

, :A Bt t
 

Short-term public keys: modAr
At g p≡ and 

modBr
Bt g p≡ . 

,A Bx x
 

Long-term private keys are random 
integers: 2 , 1A Bx x p≤ <  and ( , 1) 1GCD x p = . 

,A By y
 

Long-term public keys: modAx
Ay g p≡ and 

modBx
By g p≡ . 

B. The New Protocol Description 
In this section we describe a proposed authenticated key 

agreement protocol in the domain of a Gaussian integer 
between two parties A  and B . The protocol works in the 
following steps:  

1) The registration phase 
Each user like A  and B selects a safe prime Gaussian p , 

then calculates generator g . Each user selects two static 
secret keys Ax and Bx , such that 2 , 1A Bx x p≤ < . Next 

calculate modAx
Ay g p≡ , modBx

By g p≡ and 
registers Ay , By to the public file. 
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2) The transfer and substantiation phase 
1) A generates the ephemeral key Ar such that 

2 1Ar p≤ < , then calculates modAr
At g p≡  and 

Ar
−

from 1mod 1A Ar r p
−

≡ . 
2) B generates the ephemeral key Br such that 2 1Br p≤ < , 

then calculates modBr
Bt g p≡  and 

Br
−

from 1mod 1B Br r p
−

≡ . 
3) A calculates: 

1 ( ) modA B Ar x r
Ba y g p− −≡ ≡  

( )
1 ( ) modA A B A Ax r r x r

Bb t g p+ +≡ ≡  
( )

1 1 1 modB A B a Ax r r x rd a b g p− + +≡ ≡i  
and sends 1d  to B . 

4) B calculates: 

2 ( ) modB A Br x r
Aa y g p− −≡ ≡  

( )
2 ( ) modB B A B Bx r r x r

Ab t g p+ +≡ ≡  
( )

2 2 2 modA B A B Bx r r x rd a b g p− + +≡ ≡i  
and sends 2d  to A . 

5) A receives B 's value and checks: 

( )22 modA B Ax r x
Ba t g p≡ ≡

 
( )

22 22 2 modA B Br x rb a d g p+≡ ≡i
 

( )2 22 modA B Br r x
B Bv b g p y t

−
+≡ ≡ ≡ i

 
If the comparison is true, it accepts the received vector. 

6) B receives A 's value and checks: 

( )11 modB A Bx r x
Aa t g p≡ ≡

 
( )

11 11 1 modB A Ar x rb a d g p+≡ ≡i
 

( )1 11 modB A Ar r x
A Av b g p y t

−
+≡ ≡ ≡ i

 
If the comparison is true, it accepts the received vector. 
3) The key generation phase 

1) A calculates the session key 

modA A A B A Bx r x r r r
AB B BK y t g p+≡ ≡i  

Unless the comparison is true, A will reject the received 
vector.  
2) B calculates the session key 

modB B A B A Bx r x x r r
AB A AK y t g p+≡ ≡i  

Unless the comparison is true, B will reject the received 
vector.  
The following table shows the overall operation in our new 
protocol 

TABLE I: OVERALL OPERATION IN THE PROPOSED PROTOCOL  
A   B  

1
A B Ar x r

Ba y g− −≡ ≡  
( )

1
A A B A Ax r r x r

Bb t g+ +≡ ≡
 

( )
1 1 1

B A B a Ax r r x rd a b g − + +≡ ≡i
 

 
1d

2d
 

2
B A Br x r

Aa y g− −≡ ≡
 

( )
2

B B A B Bx r r x r
Ab t g+ +≡ ≡

 
( )

2 2 2
x r r x rA B A B Bd a b g − + +≡ ≡i

 

 
22

A B Ax r x
Ba t g≡ ≡

 ( )
22 22 2

A B Br x rb a d g +≡ ≡i

2 22
A B Br r x

B Bv b g y t
−

+≡ ≡ ≡ i
 

 

11
B A Bx r x

Aa t g≡ ≡
 ( )

11 11 1
B A Ar x rb a d g +≡ ≡i

 
1 11

B A Ar r x
A Av b g y t

−
+≡ ≡ ≡ i

A Ax r
AB B BK y t≡ i   B Bx r

AB A AK y t≡ i  

B A A Bx x r r
ABK g +≡   A B A Bx x r r

ABK g +≡  

 
In our protocol, we have only one message sends from one 

entity to another (minimal number of passes). The message 
sends from A to B and the message sends from B to 
A both have the same structure (role symmetry) and 
independent on each other (non-interactiveness). The total 
number of transmitted bits (communication overhead) is | |p . 
Our protocol has complexity 5 since we need five 
exponential operations. So our protocol provides desirable 
performance attributes. 

 

III.  SECURITY CONSIDERATION 
Our protocol involves both DL cryptographic assumption 

and Gaussian field. The Gaussian method is recommended 
since the modified method provides an extension to the 
message space and the public exponent range [3]. The 
security of this protocol depends on the complexity of a DL 
[4]. Here we prove our protocol meets the following 
desirable security attributes [5].  

Known-Key Security (K-KS): A protocol should still 
achieve its goal in the face of an adversary who has learned 
some other session keys. The session key is a singular secret 
key which in each run of a key agreement protocol between  
A  and B is produced. 

The proposed protocol provides known-key security. Each 
run of the protocol between two parties  A  and B should 
produce a unparalleled session key which depends on Ar and 

Br . Although an adversary has learned some other session 
keys, he can't compute ephemeral private keys Ar and Br  . 
Therefore the protocol still achieves its goal in the face of the 
adversary. 

(Perfect) Forward Secrecy: If long-term private keys of 
one or more entities are compromised, the secrecy of 
previous session keys established by honest parties is not 
affected. 

The proposed protocol also possesses forward secrecy. 
Suppose that static private keys Ax and Bx of two parties are 
compromised. However, the secrecy of previous session keys 
established by honest parties is not affected, because an 
adversary who captured their private keys Ax or Bx  should 

IACSIT International Journal of Engineering and Technology, Vol. 5, No. 2, April 2013

312



  

extract the ephemeral keys Ar or Br from the exchanged 
values to know the previous or next session keys between 
them. However, this is DLP (Discrete Logarithm Problem), 
and because we use the Gaussian numbers it provides an 
extension to the public exponent range. 

Key-Compromise Impersonation (K-CI): Suppose A 's 
long-term private key is disclosed. It may be desirable that 
this loss does not enable an adversary to impersonate other 
parties to A . 

Suppose A ’s long-term private key Ax , is disclosed. Now 
an adversary who knows this value can clearly 
impersonate A . But he can't impersonates B  to A  without 
knowing the B ’s long-term private key Bx . For the success 
of the impersonation, the adversary must know A ’s 
ephemeral key Ar . So, also in this case, the adversary should 

extract the value Ar from modAr
At g p≡ , this is DLP.   

Unknown Key-Share (UK-S): Entity A  cannot be 
coerced into sharing a key with entity B  without A 's 
knowledge, i.e., when A  believes the key is shared with 
some entity C B≠ , and B (correctly) believes the key is 
shared with A . 

Our protocol also prevents unknown key-share. Based on 
the assumption of this protocol that 2d  has verified that 
B possesses the private static and ephemeral keys 

Bx , Br respectively corresponding to his public static and 
ephemeral keys By , Bt  an adversary can't register B 's 
public keys  By , Bt  as its own and subsequently deceive 
A into believing that B 's messages are originated from the 
adversary. Therefore A cannot be coerced into sharing a key 
with party B without A 's knowledge. 

Subgroup Confinement Attack: Also small subgroup 
attack [6], the small subgroup confinement attack is one 
common attack against discrete logarithm based key 
agreement protocols It exploits the structure of the group 
G where key agreement takes place. One choice of such a 
group is *

pZ where p a large prime is. The order of this 

group is a composite, so there exist subgroups. Say wG is one 
small subgroup of primer orderw , then | 1w p − . Suppose 

g is a non-identity element in wG , then xg for px Z∈ will 

also lie in the same subgroup. This can potentially cause 
problem if w is small: an adversary can then exhaustively 
search all elements in the subgroup. The Solution to counter 
this kind of an attack is to choose a Safe Prime and use g that 
generates a large prime order subgroup or at the very least 
make sure that composite order subgroup are not vulnerable 
e.g. The order's prime number factorization contains only 
large primes [7], which we provided in our protocol,  we use 
safe Gaussian prime and we use generator with order q  
which is the largest prime factor of Euler’s totient function 

1p . 
 

IV. CONCLUSION 
 In this paper we extend the cryptosystem to the domain of 

Gaussian integer to make the cryptosystem more secure and 
very difficult to be broken.  We proved that our protocol 
meets the security attributes under the assumption that the DL 
problem. Our protocol is more efficient and provides 
desirable performance attributes [5] which is, minimal 
number of passes because every party sends only one 
message to another party. Low communication overhead 
because each transmitted message has length p . Each 
message transmitted has the same structure (role symmetry) 
and are independent of each other (non-interactiveness). So 
our protocol can be used to improve the security in an open 
Internet network. 
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