
  

   
Abstract—Security is an important issue for any type of 

networks, especially for wireless ad-hoc networks.  Kerberos 
tickets used in KAMAN authentication scheme can be captured 
over the network are prone to replay attacks.  The research 
work described in this document demonstrates that the 
modification in KAMAN protocol can increase authorization. 
We are proposed that all of contents are encapsulated in an 
encrypted packet. So the replay attacks become impossible. 
Moreover, in the proposed scheme there is no burden on the 
server and the client to undertake the modified KAMAN 
process. We also simulate describe architecture and verified 
that propose methods can reduce the chances of reply attack in 
MANET using KAMAN as authentication protocol. 
 

Index Terms—KAMAN, reply attacks, security in MANET, 
confidentiality, non-repudiation.  
 

I. INTRODUCTION 
In this section, ad-hoc networks and its security is briefly 

discussed. An ad hoc network is a set of wireless mobile 
nodes that form a dynamic autonomous network without the 
intervention of centralized access points or base stations. 
There is a need for efficient routing protocols to allow the 
nodes to communicate over multi-hop paths consisting of 
possibly several links in a way that does not use any more of 
the network "resources" than necessary. There are two major 
types of Ad-Hoc networking. 
1) Mobile Ad Hoc Networks 
2) Wireless Ad-Hoc Sensor Networks 

A Mobile Ad-hoc Network (MANET) is an autonomous 
collection of mobile users that communicate over relatively 
bandwidth constrained wireless links. Since the nodes are 
mobile, the network topology may change rapidly and 
unpredictably over time. The network is decentralized, where 
all network activity including discovering the topology and 
delivering messages must be executed by the nodes 
themselves, i.e. routing functionality will be incorporated 
into mobile nodes.  

A wireless ad hoc sensor network consists of a number of 
sensors spread across a geographical area. Each sensor has 
wireless communication capability and some level of 
intelligence for signal processing and networking of the data. 
The ability of the sensor network to aggregate the data 
collected can greatly reduce the number of messages that 
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need to be transmitted across the network. 
Security in ad-hoc networks is an important issue for ad 

hoc networks, especially for those security-sensitive 
applications. To secure an ad hoc network, we have to 
consider the following attributes: availability, confidentiality, 
integrity, authentication, and non-repudiation [1]. 
 

II. AUTHENTICATION IN MANETS 
Authentication in ad-hoc wireless network requires secure 

communication. [8] State that ad-hoc network can be secure 
by having public-key-based key exchange protocol and 
hash-based alternatives. Authentication in ad-hoc networks is 
one of the major security issues affecting the wired and the 
wireless network community. It is generally accomplished in 
two ways: direct and indirect authentication [3]. In direct 
authentication, two parties use pre-shared symmetric or 
asymmetric keys for verifying each other and the flow of data 
between them. In indirect authentication, a trusted third party, 
i.e. a Certification Authority, is made responsible for 
certifying one party to another party. Most of the secure 
routing protocols developed for ad-hoc networks, rely on 
indirect authentication mechanisms using public key 
infrastructures (PKI) to authenticate communicating nodes 
[5].  

The ad-hoc network without any preventive protection for 
the routing protocol disrupts the network. The proposed 
solution in [9] is MANET Authentication Extension (MAE) 
securing Optimized Link State Routing protocol (OLSR) to 
be appended to each routing protocol message or packet, 
providing the authentication services. In [10] the proposed 
protocol, it is described that when a mobile host is moved to 
the visited domain to enquire any service, it first 
authenticates itself with the KDC of the public key based 
Kerberos present in that domain. However public key based 
Kerberos requires significant computational resources and 
not all mobile computing domains support public key based 
Kerberos authentication so interpretability is not always 
possible. 

 In contrast, Kerberos [6] is a symmetric key based indirect 
authentication mechanism. The security and effectiveness of 
Kerberos has been proven over a long period of time. 
Kerberos authentication system is now a fairly mature, secure 
and reliable standard. Kerberos has always been an active 
area of exploration, examination and application by the 
research community. Researchers have used Kerberos in 
order to provide security features in their research project. 
Various extensions and alternations in the standard in the 
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standard Kerberos protocol have also been proposed by the 
researchers. 

Kerberos [7] clients authenticate themselves to servers by 
presenting tickets for each service. Tickets are distributed by 
a central trusted server within each administrative domain, 
and are constructed so that only clients possessing the 
appropriate key(s) are able to decrypt and use them. Kerberos 
includes specific features to prevent forgery of client or 
server identity, detect replay attacks, establish secure 
channels between endpoints through safe distribution of 
temporary session keys, and minimize the likelihood that the 
user’s Kerberos password will be compromised (it never 
leaves the user’s workstation, and all traces of it are 
destroyed once the user has authenticated herself). The 
strengths and weaknesses of Kerberos are analyzed in detail 
in [4]. 

In Kaman [2], Kerberos assisted Authentication in Mobile 
Ad-hoc Networks, a new pure managed authentication 
service for mobile ad-hoc networks. Kaman is based on the 
time-tested and widely deployed Kerberos protocol, and 
provides secure extensions to support the more challenging 
demands of ad-hoc networks. Kaman migrate a number of 
features from the traditional, wired Kerberos environments to 
the ad-hoc environment. Kaman has been specifically 
designed for hostile environments, in which the presence of 
malicious nodes and the likelihood of physical node capture 
are relatively high. 

Kaman is a secure authentication scheme, for ad-hoc 
networks. In Kaman there are multiple Kerberos servers for 
distributed authentication and load distribution. As mobile 
nodes are susceptible to physical possession, in Kaman only 
the users know the secret key or password and the servers 
know a cryptographic hash of these passwords. All Kaman 
servers share a secret key with each other server. In Kaman 
all servers periodically, or on-demand, replicate their 
databases with each other. Whenever unicast or multicast 
communication is required among nodes, the nodes approach 
the Kaman servers whom in turn allocate a session key for 
their secure authentic communication. 
 

III. PROBLEM IN KAMAN PROTOCOL 
Kerberos tickets used in KAMAN authentication scheme 

between communication parties is prone to ticket replayed 
attacks. Figure 1 shows, two different problems occur in 
KAMAN Authentication Scheme during the communication 
between two nodes. 
1) In KAMAN the mobile node C1 connects to the 

Kerberos servers S1 whenever it desires to undertake a 
secure communication with C2.As response S1 sends an 
encrypted ticket and an encrypted session key to client 
C1.The session key is a random key generated by server 
S1. The problem is that here this ticket can be captured 
by the hostile user on the network and can be replayed by 
the hostile user at any later time in order to access the 
service. 

2) In KAMAN after getting ticket from S1 ,client C1 sends 
this ticket to client C2.At this stage this ticket can be 
captured.  

IV. PROPOSED SOLUTION 
It is obvious from the previous section that are some 

proposing modification in communication messages are 
required in the original KAMAN protocol in order to provide 
a secure communication in ad-hoc networks. These changes 
are required during the two phases, rest of the communication 
between client and application service remains same as in 
case of original KAMAN. 

 
Fig. 1. Two different problems occur in KAMAN authentication scheme 

during the communication between two nodes. 
 

This selection provides the general idea about the overall 
working of the scheme. 

In KAMAN the mobile node C1 connect to Kerberos 
server S1 whenever it desires to undertake a secure 
communication with C2.As response S1 sends an encrypted 
ticket and an encrypted session key to client C1.Problem is 
that here this ticket can be captured by the hostile user on the 
network and can be captured by the hostile user at any later 
time in order to access the service. 

Now the idea, which is proposed, is that s1 should generate 
a session key and a ticket. Server S1 now sends all above two 
things back to C1, in a packet. This packet is encrypted with 
the key derived by the password of C1. Now C1 decrypts 
packet it gets from S1 and find 2 things, without capturing. 

In KAMAN, after getting ticket from S1, C1 now sends 
this ticket to C2. But as in the 1st step, this ticket can be 
captured here too. 

In my proposed idea (Figure 2), when C1 gets two things 
from S1; i.e. ticket, session key and a key derived. Then C1 
sends the ticket and its authenticator in a packet form to C2. 
This packet is encrypted with the key derived from the 
password of C2 and will sent by S1 to C1. So the danger of 
ticket capturing is eliminating. 

The high level overview or overall working of the 
modified KAMAN has already been described in above. This 
section discusses the inner details of the modified KAMAN 
protocol. 
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Some notations were used in KAMAN [1] to describe the 
original KAMAN protocol. Those notations are also used 
here to describe the modified KAMAN protocol. The 
notations are  

 
Fig. 2. Modified KAMAN authentication scheme 

 
Options: used to request that certain flags be set in the 

returned ticket. 
Times: used to specify the start, end and renewal time 

settings in the ticket. 
Flags: status of the ticket. 
Subkey: choice for another encryption key for this session 

instead of Kc1, c2 
IDc1 : identity of client1 
IDc2 : identity of client2 
ADc1:  network address of client1 
Kc1, c2:  session key between client1 and client2 
TS : informs of time when this authenticator was 

generated. 
Apart from this the above notations, the modified 

KAMAN protocol also introduce its own notations.  
Kc1 : encryption key based on hashed password of client1 
Session key: made by applying hash on a shared key 

between servers 
Whenever a node wants to establish a secure connection 

with another node it approaches the Kerberos server and 
follows. 

Client1  Server 
Option, IDC1, IDC2, Times, Nonce 
Server  Client 1 
{Ticket, KC1C2, KC2, Times, Nonce, IDC1, IDC2} KC1 
Client1   Client2 
{Option, Ticket, AuthenticatorC1}   
Client2  Client1 
{TS, Subkey, Seg #}KC1C2 
Ticket = {Flags, KC1C2, IDC1, ADC1, Times} KC2  
AuthenticatorC1= {IDC1, TS} KC1, C2 

 

V. IMPLEMENTATION 
This section discusses the practical usage and 

implementation of the modified KAMAN protocol. For this 
purpose a simulation has been designed and coded which 
makes use of the modified KAMAN protocol to perform 
authentication and authorization operations. The simulation 
consists of a server side application, multiple clients may 
connect to this service and query this service to retrieve the 
system information of the server on which this service is 
running.  Service requires clients to be authenticated before 
serving their requests. Similarly, a client may also wish to 
authenticate the service prior to sending any request. 
However service only sends that session key, which the client 
is authorized to access. All the authentication and 
authorization operations take place using the modified 
KAMAN protocol which has already been discussed in 
complete detail in the previous section. 

A. Original KAMAN  
Fig. 3 shows original KAMAN Authentication Scheme 

simulation. This simulation depicts that how the original 
KAMAN transmits the packets. Figures show that three 
things client id, ticket and session key are sent from server to 
client-1. The security issue that we have identified is shown 
in this image that the data sent from the server to the client is 
not encapsulated in one packet but in individual form, and it 
can be captured. The data marked by line highlights the 
packets that can be captured and can be used for replay 
attacks. 

 

 
Fig. 3. Original KAMAN authentication scheme simulation 

 

B. Modified KAMAN 
In Fig. 4 shows Modification in KAMAN Authentication 

Scheme simulation. In this modified version of KAMAN 
what we have simulated that after the modification the data 
will be sent in an encrypted single packet, which will solve 
the identified problem. In this situation intruder cannot find 
ticket. The marked text in the above image shows that the 
data is transmitted in encrypted format and in the form of a 
single packet. 
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Fig. 4. Modification in KAMAN authentication scheme simulation 

 

VI. FUTURE WORK AND CONCLUSION: 
When we use MANET there are lots of authentication 

issues, when we discuss in KAMAN authentication scheme, 
apply on communication parties, so the ticket can be captured 
by the hostile users. In this document we are proposed that all 
of contents are encapsulated in an encrypted packet. So the 
replay attacks become impossible. When we use MKAMAN 
we will have to increase more processing speed and more 
hardware requirement for servers and clients. In future work 
the impact of security mechanism on the network 
performance in terms of hardware requirement and 
processing speed can be investigated. 
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