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Abstract—In this paper, we modify the audio files recorded 

by IOS “Voice Memo” by cutting and erasing them in the 

software, and use various software and websites to authenticate 

the audio files originality by taking the method of graphical 

analysis and metadata feature analysis of the files. By 

comparison, we find out the differences of the original and 

modified audio files and the general method of judging the 

originality of audio files. The results of the experiments show 

that the audio files generated by the IOS system's own voice 

memo are in M4A format by default and that the audio files 

generated in the IOS system environment have the important 

feature of system version information encoding. 

 
Index Terms—Audio files, audio modification, IOS voice 

memo, originality authentication 

 

I. INTRODUCTION 

In 1982, China first stipulated audio-visual materials as an 

independent type of evidence in the Civil Procedure Law. 

Audiovisual material is an independent type of evidence 

stipulated in the Civil Procedure Law of China. It refers to 

evidence that proves the facts of a case through sound, 

language, image or behavior recorded in audio and video 

recordings. With the development of modern science and 

technology and the popularization of electronic products, 

people have more and more scientific and technological 

products available for recording and video recording. It is 

easier to collect evidence by recording and video recording. 

The parties often submit audio-visual materials to prove the 

facts of the case in civil litigation, and audio-visual materials 

have gradually become one of the most common evidences in 

civil  litigation .Since the 1990s, the Civil Procedure Law, 

promulgated and implemented in 1991, continued to stipulate 

audio-visual materials as independent types of evidence, and 

made clear provisions on how the court should examine and 

adopt such evidence. Since then, the practice of evidence 

collection has been improved through the Rules of Evidence 

in Civil Procedure and the Civil Judicial Interpretation. At 

present, under the norms of the Criminal Procedure Law of 

the People's Republic of China, the Civil Procedure Law of 

the People's Republic of China and the Administrative 

Procedure Law of the People's Republic of China, the use of 

audio-visual materials in judicial courts has become 

increasingly prominent. Among them, voice evidence, as one 

of the main contents of audio-visual evidence, is an important 

form of evidence. With the arrival of the information and 

digital era, the development of communication technology 

and network technology, its application is becoming more  

and more extensive [1]. Despite the endless emergence of 

recording equipment, people generally prefer mobile phone  
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recording. The mobile phone is very small, very convenient 

to carry, really let us do anytime and anywhere can be taken 

out as a recording equipment and work. Apple mobile phone, 

as a mature brand, is favored by consumers, and it has a deep 

consumer market .The audience is wide and the application is 

high，and the IOS system it uses is also a relatively perfect 

operating system developed for many years. So the research 

results of the characteristics of the systematic audio file 

generation method can be used to the maximum. IOS is a 

mobile operating system developed by Apple. Apple first 

announced this system at the Macworld Conference on 

January 9, 2007. It was originally designed for iPhone use, 

and later applied to iPod touch and iPad. IOS, like Apple's 

MacOS operating system, belongs to a Unix like commercial 

operating system. The original name of this system was 

iPhone OS. Because the iPad, iPhone, and iPod touch all use 

iPhone OS, the 2010 Apple Global Developer Conference 

announced that it was renamed iOS (iOS is a registered 

trademark of Cisco's network device operating system, and 

Apple has been authorized by Cisco). After years of 

development and constant research, the IOS system has made 

great progress in the use of users. Not only that, the 

inspection and research on the audio file generation mode of 

the IOS system also involves the research on the recording 

authenticity verification technology in general sense, and is 

also closely related to the research on the characteristics of 

the iPhone and its IOS operating system [2-4]. Voice memos 

on the iPhone or iPad can be cut, shared, saved, and modified 

by a file name. When it is necessary to submit the recording 

as evidence, it must ensure the originality and authenticity of 

the audio documents, and the relevant evidence should be 

provided to the court as far as possible to form the evidence 

and enhance the proof power of the recording evidence. 

Otherwise, the recording evidence as an isolated evidence is 

difficult to achieve the purpose of proof. In practical cases, 

we often face the cases in which questioned recordings are 

recorded by using the iPhone. The recordings on the iPhone 

are often presented in court served as supportive ev1dence. 

The expert witnesses have to judge on the authenticity and 

integrity of the submitted questioned recordings ,and have to 

answer whether or not the questioned recordings are 

primitive or tampered. Therefore, there search on the 

techniques of authentication of the iPhone 's recordings has 

important value. The research on authentication of the 

iPhone' s recordings involves the general techniques of audio 

authentication examination, at the same time, it is closely 

related to the characteristics of the iPhone and its operating 

system. Currently, the techniques for authentication 

examination of iPhone recordings are still unnoticed, which 

are the aim of this paper. This project analyses the originality 

and authenticity of voice memo files by finding a test 

procedure to verify that they are original recordings and have 

not been manipulated. When the recording needs to be 

submitted as evidence, the parties cannot clearly remember 

the specific source of the recording, making the proving 

power of the recording evidence unrecognized, and at the 
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same time, their mobile phone system and application have 

been upgraded and iterated many times, further complicating 

the detection. Today ZHOU Juan, YI Shuang and others have 

conducted a comparative study of the metadata of audio files, 

the changes of information in the head and tail of the files 

during various operations, to generate the current technical 

means of authenticating audio recordings are the existing 

technical methods for authenticating audio recordings 

including recording metadata inspection, speech semantic 

analysis, audio signal analysis and electronic data inspection 

techniques. Electronic data, file MD5 value, etc. will be 

changed, but can not be used to determine the authenticity of 

the file, there is controversy, and need more theory to support 

the results of the discriminatory, most of today's research 

based on the differences in the file metadata and the 

differences in the electronic data at the end to, UUID number 

written and different to start research, but due to different 

equipment models, system versions, etc., for the data itself 

also has a certain .The results of today's research have been 

broadly understood in terms of which factors have an impact 

on the data and which factors do not have an impact, 

simplifying the identification process for the future, i.e. the 

metadata and electronic data of the audio files can be changed 

in a way that gives a reasonable basis for judging the way the 

audio files are generated and their flow process, according to 

which the results can provide more convenient support for 

future authenticity checks. 

UUID (universal unique identifier) is used to identify data 

records in distributed systems. UUID is short for the 

universal Unique Identification Code (Universally Unique 

Identifier), a standard for software construction, and a part of 

the Open Software Foundation organization in the field of 

distributed computing environment. The purpose is to make 

all the elements in a distributed system have unique 

identification information, without having to specify the 

identification information through the central control end. 

Everyone can then create a UUID that does not conflict with 

others. The UUID defined in RFC 4122 is designed as a 128 

bits binary number, expressed in hexadecimal, divided into 5 

segments. Segments are connected with “-” and recorded as 

“********************************************** - 

X * * - Y * * - *****************”. Where X is the version 

field, and UUID has five versions at present, so X values are 

1, 2, 3, 4, and 5, respectively corresponding to the 

corresponding version. Y is a variable field, currently defined 

as 10 * *, so the values are 8, 9, a, b UUID-1 and UUID-2 are 

generated by random number, time and physical address of 

the host; UUID-3 and UUID-5 are generated by the hash 

value of the namespace; UUID-4 is generated from random 

numbers. The generating elements of UUID-1 and UUID-2 

contain the physical address of the host, which is easy to 

expose customer information UUID-3 and UUID-5 generate 

the same UUID on the same user host, so they are not 

applicable to the database cloud platform. At the same time, 

the UUID method is based on random numbers, and the 

UUID generated is an unstructured and irregular symbol. In 

the database cloud platform, a large number of tasks need to 

be indexed. For example, the task ID generated by the UUID 

algorithm is an unordered number, resulting in inefficient 

indexing and task management [5]. 

MD5 is Message-Digest Algorithm 5 

(Information-Summary algorithm 5), which is used to ensure 

complete and consistent consistency of information 

transmission. It is one of the widely used computer 

miscellaneous algorithms (and translated summary algorithm, 

hash algorithm), and the mainstream programming language 

has been generally implemented in MD5. It can generate a 

128 bit (16 byte) hash value to ensure complete and 

consistent information transmission. The role of MD5 is to 

allow large-volume information to be “compressed” into a 

secret format (transforming a byte string of any length into a 

long 16 decimal digital string). The MD5 algorithm was 

designed by Ronald Livist and published in 1992 to replace 

the MD4 algorithm. The program of this algorithm is 

standardized in RFC 1321. The MD5 algorithm converts a 

string of any length (i.e. plaintext) into a 128 bits binary 

number (i.e. ciphertext). This conversion process is one-way 

and irreversible, which means that MD5 algorithm can only 

convert plaintext to ciphertext, and ciphertext cannot be 

decrypted to plaintext. At the same time, the algorithm is also 

unique, that is, the ciphertext encrypted by different plaintext 

is always different, and the ciphertext encrypted by the same 

plaintext is always unchanged [6]. 

 

II. PROCESSING OF AUDIO FILES 

With the development of computer technology, especially 

the realization of large capacity storage devices and large 

capacity memories on PC, the digital processing of audio 

media becomes possible. The core of digital processing is the 

sampling of audio information. By processing the collected 

samples, various effects can be achieved, which is the basic 

meaning of audio media digital processing. From the 

perspective of audio file processing, we can generally 

analyze and process from the following perspectives: 1. 

Sampling 2. Sampling frequency 3. Bit rate 4. Number of 

channels. The recording function in the voice memo built into 

iOS 14 can pause and resume the recording before saving the 

recording. That is to say, since users can operate the 

recording during the recording process, it is difficult to 

determine whether the recording has been operated using the 

audio signal feature analysis method mentioned above. In 

addition, even though the time of manipulation can be 

determined through the analysis of metadata, including 

timestamps and file structures, the location of manipulation 

in the recording cannot be revealed using traditional metadata 

based inspection methods. In particular, using the 

characteristics of audio delay time can help detect whether 

the beginning of audio recording has been tampered with. 

However, it is impossible to detect the manipulated position 

with the existing methods for any changes other than 

modifying the beginning of the audio. That is to say, the 

traditional methods mentioned above can only determine 

whether the questioned audio record has been tampered, but 

can not determine the position of any tampering in the audio 

record. 

Audio identification refers to professional judgment on the 

originality, continuity and integrity of questionable 

recordings by means of auditory test, acoustic spectrum 

analysis, metadata analysis and digital data analysis. The 

original test of recording is mainly to judge whether the 

recording is original through metadata analysis and digital 

forensics technology. In this experiment, we used a simple 
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and universal audio processing method, namely, cut and 

splice, to verify the originality. Common audio processing 

software on the market include audio processing masters, 

Audacity, etc. Our research focuses on the voice memo of the 

IOS system. The authenticity of the recording means that the 

file can be copied, moved and the filename changed, but the 

content of the file cannot be changed and the MD5 code of 

the file must be the same as the original recording. So far, the 

files in IOS Voice Memo only support the cut function, and 

there are only a few ways to modify audio files. In our 

experiments, we have recorded an audio file on Voice Memo, 

cut and modified it so that its meaning is completely changed, 

but it is difficult to distinguish the authenticity of the audio 

file by the human ear. 

 

III. METHODS FOR CHECKING THE ORIGINALITY OF AUDIO 

FILES 

When recording an audio, users can name the audio 

recording, but in the application, the memos are named by 

using their creation time with the suffix of “.m4a”, that is, the 

file name indicates the creation time of the audio recording. 

The meta-data information of the audio files contain the 

time related information, such as recording time, duration, 

encoding time, tagged time, etc. The recording time is the 

starting time of audio recordings displayed in the time zone 

set in the ‘iPhones' iOS. The encoding and tagged times are 

the last save time of audio recordings, which are displayed in 

the UTC format. The recording time is included in the audio 

meta-data in the iOS 8, but not in the iOS 10 or later iOS 

versions. 

The website www.metadata2go.com is a free online EXIF 

viewer which allows you to view the metadata information of 

the three audio files and compare them on the differences. 

Adobe Auditions is a professional audio editing and 

mixing environment developed by Adobe, providing 

advanced audio mixing, editing, control, and effects 

processing features for recording and mixing audio video, 

podcasts, and sound effects design. In this article, we use the 

Adobe audition cc version 2020 to check the audio properties 

by importing three audio file clips and comparing the XMP 

information in the metadata field. 

 

 
Fig. 1. Comparison of the metadata of the modified and original audio files. 

(a) Modified file with content “You are wrong”; (b) Modified file with 

content “You are right”; (c) Original file with content “Are you right, or are 

you wrong?” 

 

IV. EXPERIMENTS AND ANALYSIS 

We first use the website www.metadata2go.com to view 

metadata of the audio files, which shown as Fig. 1. As can be 

seen from the figure, the data describing the essential 

properties of the audio file such as I Tun Smpb and Raw 

Header before and after editing are completely different 

because the material is two different pieces of audio, even if 

the original file is not shown after detection I Tun Smpb is not 

shown, other items such as encoder and other criteria that can 

show the characteristics of the audio file itself are the same. 

Then we detect the relevant version information of apple 

iTunes with WinHex, shown as Fig. 2. In the default state, the 

audio files are named after the recording location and saved 

with the default .m4a suffix, but the file name and format 

remain the same after editing. All the files were opened in 

Winhex and the search for “apple” in both the ANSI and 

ASCII encoding fields revealed the version information for 

apple iTunes. 

 

 
Fig. 2 Comparison of data after Winhex manipulation of the modified and 

original audio files. (a) Modified file with content “You are wrong”; (b) 

Modified file with content “You are right”; (c) Original file with content 

“Are you right, or are you wrong?” 

 

iTunes backup in can be obtained through a search warrant, 

so that the backup and lockdown files can be obtained. The 

IOS backup file forensics mainly involves the analysis of 

offline backups generated by iPhones, iPads, iPod touch or 

Apple Watch. The data of Apple Watch will be included in 

the synchronized iPhone backups. 

When the physical extraction and file system extraction of 

IOS devices are not feasible, and the logical extraction cannot 

meet the forensic requirements, iTunes backup extraction can 

also play a role. In this case, the investigation and forensics 

personnel only need to make a backup of the equipment and 

use the forensics software to analyze it. Therefore, 

investigators and forensics personnel must fully understand 

the backup process and the tools involved, so as to ensure that 

they can make forensics backups and prevent other data from 

polluting the data in iTunes. 

iTunes, an app launched by Apple Inc. to connect IOS 

devices and computer hosts, is a free digital media playback 

app for Mac and PC that can manage and play digital music 

and video. Its “backup” function can capture most of the data 

from IOS devices, such as call records, online records, instant 

messaging, mobile wallet, payment application information, 

etc., so forensics people often use it to extract data from IOS 

devices. I Tunes provides an encrypted backup option, but by 

default, it creates an unencrypted backup when you 

synchronize your I Phone. After decrypting the encrypted 

backup, you can have access to the additional data stored on 

the IOS device [7]. 

Winhex is a hexadecimal editing software running under 

Windows. It has sound file management and partition 

management functions. It can automatically analyze the file 
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cluster chain and partition chain, backup the hard disk in 

different degrees and ways, and even clone the entire hard 

disk; The binary content of any file type (displayed in 

hexadecimal system) can be edited. The disk editor of this 

software can edit any sector of logical disk or physical disk. It 

is an excellent software for manual data recovery [8]. Winhex 

integrates powerful tools, including disk editor, Hex 

converter and RAM editing tools, and can conveniently call 

common tools of the system, such as calculator, notepad, 

browser, etc. In the unregistered version, you can edit, but 

you cannot save files larger than 512K, and you can only 

browse, but not modify, the RAM area. Winhex is simple to 

use and powerful. It can facilitate your program debugging, 

text editing, scientific computing and system management. I 

believe you will like it. If you want to delete Winhex software, 

simply delete the entire directory. As a hexadecimal file 

editing and disk editing software. WinHex is famous for its 

small file size, fast speed and powerful functions. Even 

ZDNetSoftwareLibrary gave him the highest rating of 5 stars. 

It is capable of editing and modifying Hex and ASCII codes, 

searching and replacing multiple files, general and logical 

operations, automatic search and editing of disk regions 

(supporting FAT16, FAT32 and NTFS), file comparison and 

analysis, and editing of data in memory. 

Finally we viewed the file information with Adobe 

Audition, shown as Fig. 3. All files are opened in Audition 

with the metadata information shown in the image. Within 

the XMP options there are two lines of information at the 

bottom, one for the modification information and the other 

for the XMP modification information. The modification 

time for the original file is when the file was created, and the 

modification time for the modified file is when the editing 

operation was completed [9–10]. Adobe applications use the 

Extensible Metadata Platform (XMP) to store metadata. 

XMP is built on XML, which facilitates the exchange of 

metadata across various applications and publishing 

workflows. Most other formats of metadata (for example, 

Exif, GPS, and TIFF) are automatically transferred to XMP, 

making it easier for you to view and manage them. 

 

 
Fig. 3. XMP information in Adobe Audition of the modified and original 

audio files. (a) Modified file with content “You are wrong”; (b) Modified file 

with content “You are right”; (c) Original file with content “Are you right, or 

are you wrong?” 

 

In most cases, XMP metadata is stored directly in the 

source file. However, if a file format does not support XMP, 

metadata is stored in a separate sidecar file. Project resources 

without corresponding files do not support XMP. 

 

V. CONCLUSION  

Through the above experimental operations and data 

collection, sorting and analysis, we can get the following 

experimental results: the audio file format generated by the 

voice memo attached to the IOS system is M4A by default. If 

it is edited and modified accordingly, the metadata 

information edited will be completely different, and the 

default name is the location of the audio recording. In 

addition, the audio file generated by “Voice Memo” shows 

the modification time of XMP information in the audition. 

When it is edited in IOS, and then opened in audition, we can 

find a fixed fact that the modification time of XMP 

information is displayed as the time when the audio file was 

first edited and processed. In addition to the above findings, 

we also found that another special feature of the IOS audio 

file generation method is that although the original audio file 

can only be detected through the system's own voice memo 

recording, it can be detected as long as the IOS system 

information is modified. Therefore, the audio file generated 

in the IOS environment has an important feature of the 

version information of the encoding system. Using this 

feature, we can accurately and quickly judge whether the 

audio file in the IOS voice memo has been artificially 

modified, which will provide a strong entry point for us to 

verify the originality of the audio file. With the development 

of science and technology, there will be more scientific 

means to make more covert modifications to audio-visual 

documents. In order to maintain the legitimacy and accuracy 

of evidence, we should make more effective research on the 

original verification of audio documents. 
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