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A New Secure Protocol for Authenticated Key Agreement
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Abstract—Authenticated key agreement protocols have an
important role in building secure communications between two
or more parties over the open network. In this paper we
propose an efficient and secure authenticated key agreement
protocol based on RSA factoring and Discrete Logarithm
Problem (DLP). We try to design strong protocol depends on
the relation between two assumption (RSA factoring and DLP).
We show that our protocol meets the security attributes and
strong against most of potential attacks.

Index Terms—DLP, key agreement, RSA factoring.

I. INTRODUCTION

In order for two parties to communicate securely over an
unreliable public network, they must be able to authenticate
one another and agree on a secret encryption key. To achieve
this, key establishment protocols are used at the start of a
communication session in order to verify the parties’
identities and establish a common session key. There are two
basic categories of protocols. The first includes so-called key
transport protocols, in which the session key is created by one
entity and is securely transmitted to the other. A second
category includes key agreement protocols, where
information from both entities is used to derive the shared
secret key. A protocol is said to be symmetric if both entities
a-priori possess some common secret data, and asymmetric if
the two entities share only authenticated public information
[1].

The most well-known assumptions of public-key
cryptographic algorithms are the computational problems of
a  discrete  logarithm  (DL)  with  complexity

0 (e Mr )" (a(np »(”))) [2], an elliptic curve (EC) with

. 3 (2/3)
complexity O (e 080 Mn " (Inlnp) =y

, in GF (2") finite
fields [3], and factoring (RSA) with the same complexity as a
DL [4]. The most famous protocol for key agreement was
proposed by Diffie and Hellman which is based on concept of
public-key cryptography (DL) [5]. There are two versions of
the Diffie-Hellman protocol namely static and ephemeral. In
the first one, the entities exchange static public keys, and in
the second, the entities exchange ephemeral public keys.
Therefore, the static protocol has a major drawback, is that
the entities A and B compute the same session key for each
run of the protocol. Also the ephemeral Diffie-Hellman
protocol is vulnerable to a man-in-the-middle attack.
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In order to counter these weaknesses, a new authenticated
key agreement protocol is introduced in this paper. The
important feature of the proposed protocol is the established
session key is formed as combination of static and ephemeral
private keys of two entities A and B. Also in our protocol we
provide desirable performance attributes. The discussion
shows the present protocol meets the most security and
efficiency attributes.

II. PROPOSED KEY AGREEMENT PROTOCOL

We design a new protocol for authenticated key agreement
that is secure, efficient and provides authentication between
two entities before exchanging the session keys. The new
protocol consists of three phases; The Registration Phase,
The Transfer and Substantiation Phase, and The Key
Generation Phase.

A. Notations Used
The notation used in this paper is included as following:

p' . Long-term secret is large prime chosen by entity
A (atleast 512 bits).

q' . Long-term secret is large prime chosen by entity
B (atleast 512 bits).

p- Long-term secret is large safe prime: (n' p' +1)
normally at least 512 bits.

q: Long-term secret is large safe prime: (n'q' +1)
normally at least 512 bits.

n Small prime number (normally equal 2).

n: Long-term public key, n = pqg (at least 1024
bits).

nl: Long-term secret, Euler’s totient function
nl=(p-1g-1).

G: Subgroup of Z ; of order p'q .

g: Generator of G .

ry,rg . Short-term private keys are random integers:

2<r,,ry <nl andGCD(r,nl)=1.
t45tg - Short-term public keys: 7, =g modn and
tg =g’ modn .
x 4,xp Long-term private keys are random integers:
2<x,,xg <nl and GCD (x,nl)=1.

Y4,Yp * Long-term public keys: y, =g"* modn and
yp =g ® modn.
K,z The shared secret key calculated by the principals.

B. The New Protocol Description
In this section we describe a proposed authenticated key
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agreement protocol between two parties 4 and B . The
protocol works in the following steps:

1) The registration phase

Each user like 4 and B selects a safe primes p andgq,

then calculates n = pq and generator g . Each user selects
two static secret keys x yandx z ,suchthat2<x ,,x5 <nl.

Next calculates y , =g modn , yz =¢”*# modn and
registers y , , ¥ g to the public file.

2) The transfer and substantiation phase
1) A generates the ephemeral key r, such that2 <r, <nl,

then calculates t, =g" modn and
r; fromr, r; =1modnl.
2) B  generates the ephemeral key 7z such

that 2<ry <nl, then calculates 75 =g modn and

ry fromry ry =lmodnl .

3) 4 5, =(yy ) oty )
modn and sends outs it to B .

4 B S =) =g
mod » and sends outs it to 4 .

5) A receives B 's value and checks:

calculates

X4l —XBTY
g

calculate

vy :((fB ) 'Sz) =gt aeg e T =y p" modn

Vs
v, E(vz) mod n

=g’ modn=y,
If the comparison is true, then it accepts the received

vector.
6) B receives A 's value and checks:

' R . TyX X P —Xply _ 7,
V1=((tA)B’51)=gA Pegitr MM =y 7 modn

"\’
vy E(vl) mod n

=g’ modn=y,
If the comparison is true, it accepts the received vector.

3) The key generation phase
7) A calculates the session key

KAB EyBrA .thA 'tBrA ngBrAerArBJrrArB mod 7

If the comparison is not true, 4 will reject the received
vector.
8) B calculates the session key

KAB EyArB 'tAxB 'lArE ngArB+xBrA+rArB modn

Unless the comparison is true, B will reject the received
vector.

In our protocol, we have only one message sends from one
entity to another. The message sends from 4 to B and the
message sends from B to 4 both have the same structure
and independent on each other. The total number of
transmitted bits (communication overhead) is |7 | . Our

protocol has low complexity (complexity is 4) since we need
only four exponential operations. So our protocol provides
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desirable performance attributes. The following figure shows
the overall operation in our new protocol.

4 B
= T4 X4 i) _ -rg xg
si =) " ety) - s, =y, )" et,)
2
7l g
Xy _ _ g B
V2 :((tB) OS2) =yB Vl—((tA) .Sl) =yA
—, " X r, o ¥ ,
KAB =V20tB AotBA KAB =Vl.tA E‘tAB
EyBVA .tBXA .tBrA EyArB .tAxB .tArB
KAB ngE’.’{+xArE+rAr5 KAB ngA"E*xEm‘*"”AVB

Fig. 1. Overall operation in the proposed protocol

III. SECURITY CONSIDERATION

Our protocol involves both RSA factoring and DL
cryptographic assumptions. Although, this protocol involves
two cryptographic assumptions, their security relation is a
logic AND relationship. To our knowledge, one possible way
for an attacker to break this protocol is to first factor n into
two large primes ( p and ¢ ) and then solves the DL in order

to find either the long-term or the short-term private key from
its long-term or short-term public key, respectively. This is
similar to a safe deposit box in a bank. To break a safe deposit
box, one would have to break into the strong room, and then
break the box. Because these two assumptions are logic AND
related (in particular, RSA factoring comes before the DL)
[6]. RSA factoring has the same complexity as a DL. The
security of this protocol depends on the more secure of the
two assumptions, which is RSA factoring. Here we prove our
protocol meets the following desirable security attributes [7]
[8].

Known-Key Security (K-KS): A protocol should still
achieve its goal in the face of an adversary who has learned
some other session keys. The session key is a unique secret
key which in each run of a key agreement protocol between
A and B is produced.

The proposed protocol provides known-key security. Each
run of the protocol between two parties 4 and B should
produce a unique session key which depends on », and 5 .

Although an opponent has learned some other session keys,
he can't compute ephemeral private keys r, and 7y

Therefore the protocol still achieves its goal in the face of the
opponent.

(Perfect) Forward Secrecy: If long-term private keys of
one or more entities are compromised, the secrecy of
previous session keys established by honest entities is not
affected.

The protocol also possesses forward secrecy. Suppose that
static private keys x , and x ; of two parties are compromised.
Even so, the secrecy of previous session keys established by
honest parties is not affected, because an opponent who
captured their private keys x , or x should extract the
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ephemeral keys 7, or r; from the exchanged values to know

the previous or next session keys between them. However,
this is RSA factorization problem and DLP (Discrete
Logarithm Problem).

Key-Compromise Impersonation (K-CI): When 4 's
static private key is compromised, it may be desirable that
this event does not enable an adversary to impersonate other
entities to 4 .

Suppose 4 ’s long-term private key x , , is disclosed. Now

an opponent who knows this value can clearly
impersonate 4 . But he can't impersonates B to 4 without
knowing the B ’s long-term private key x 5 . For the success

El

of the impersonation, the opponent must know A ’s
ephemeral key r, . So, also in this case, the opponent should

extract the valuer, froms, = g’ modn , this is DLP, and

then compute r, from r, r; =1modnl which is RSA

factorization problem.

Unknown Key-Share (UK-S): Entity B cannot be
coerced into sharing a key with entity 4 without B 's
knowledge, i.e., when B believes the key is shared with
some entity C #4 , and A correctly believes the key is
shared with B .

Our protocol also prevents unknown key-share.
Consequent to the assumption of this protocol that s; has

verified that 4 possesses the private key x , corresponding
to his static public key y ,, an opponent can't register 4 's
public key y , as its own and subsequently deceive B into

believing that A4 's messages are originated from the
opponent. Therefore B cannot be coerced into sharing a key
with entity 4 without B 's knowledge.

Subgroup Confinement Attack: Also small subgroup
attack [9], the generator g in is a primitive root of the

prime p . If the selected prime p is such that p —1 has

several small prime factors, then some values between 1 and
p—1 do not generate groups of order p—1, but of

subgroups of smaller orders. If the public parameter of either
A or B lies within one of these small subgroups, so the
shared secret key would be confined to that subgroup. The
intruder may launch a brute force attack to determine the
exact value of the shared secret key.

The Solution to counter this kind of an attack is to choose a
Safe Prime and use g that generates a large prime order

subgroup or at the very least make sure that composite order
subgroup are not vulnerable for instance the order's prime
number factorization contains only large primes, which we
provided in our protocol, we choose two safe prime numbers

and use generator of order p'q' .

IV. CONCLUSION

In this paper we proposed a secure and efficient protocol
for authenticated key agreement based on RSA factoring.
We proved that our protocol meets the security attributes
under the assumption that the RSA factorization problem and
DLP. Our protocol is more efficient and provides desirable
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performance attributes which is, minimal number of passes
because every party sends only one message to another party.
Each message transmitted has the same structure (role
symmetry) and are independent of each other
(non-interactiveness). So our protocol can be used to improve
the security in an open Internet network.
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