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3D Signature for Efficient Authentication in
Multimodal Biometric Security Systems

P. M. Rubesh Anand, Gaurav Bajpai, and Vidhyacharan Bhaskar

Abstract— Unimodal biometric systems rely on a single
source of biometric trait information for recognition of
individuals. These systems are highly vulnerable to spoof
attacks as imposters easily imitate the particular biometric trait
of any genuine user. The impact of circumvention is reduced by
combining the functions of different unimodal biometric
systems to perform as a multi-biometric system. The
multimodal biometric systems operate in two or more ways to
authenticate individuals by their biometric traits. This paper
proposes a multimodal biometric security model for efficient
authentication. The model deals with multi-biometrics in first
two phases for identification, verification followed by the
decision making as third phase. The first phase employs
physiological biometric traits for identification by exhibiting
the liveliness of individual. The second phase uses 3D
handwritten signature for verification of the claiming identity.
The 3D handwritten signature records the pressure information
on the special signature pad during the signing process. The
pressure information recorded on different layers of the
signature pad provides distinct information for verification of
the individuals based on their signatures. This unique pressure
information raises the level of difficulty in the forgery of
signatures. The individual matching score is calculated in
identification phase and verification phase. The fusion is
performed on the obtained matching scores and compared with
threshold value in the decision phase to provide efficient
authentication of the individual. The threshold value in the
decision phase is varied according to particular application for
combating the problem of circumvention in biometric security
systems. The preliminary results show the viability of using 3D
handwritten signature in biometric security.

Index Terms— 3D Signature, Authentication, Multimodal
Biometrics, Spoof Attacks.

I. INTRODUCTION

Biometrics refers to the method of recognizing individuals
based on their physiological or behavioural traits. The
physiological recognition is based on the biological
individuality of users, like, fingerprint, face, hand geometry,
vein patterns, retina and iris. The behavioural biometric
recognition considers voice, handwritten signature [1].
Biometric systems are widely used for authentication,
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identification, and verification of any individual. Any human
physiological and/or behavioural characteristic can be used
as a biometric characteristic as long as it satisfies the
requirements like universality, distinctiveness, permanence,
collectability and acceptability [2]. Human handwritten
signature is used as a traditional way of authentication in
banking, business transactions, acknowledgment of
goods/services received due to its acceptance in legal and
social levels. The static (off-line) and dynamic (real-time)
signature verification for the paper-based document is done
by humans. The challenges faced in that verification are: any
signature can be learnt; it can be changed by the owner and
has several versions of the signature depending on the level
of importance or intent of the signer [3]. The unimodal 2D
signature verification systems are vulnerable to spoof [4], [5].

Most of the commercially available biometric recognition
systems work with single biometric identifier. These
unimodal biometric systems use any one of the physiological
or behavioural biometric identifiers. Unimodal systems
contend with a variety of problems such as noise in sensed
data, intra-class variations, inter-class similarities,
non-universality and spoof attacks [6]. The noise, intra-class
variations, non-universality is overcome by selecting a high
quality sensor with appropriate biometric trait, whereas, the
inter-class similarities, spoof attacks pose the danger for the
system being compromised. The circumvention in unimodal
biometric recognition systems exhibit the ways of deceiving
the system by fraudulent methods are of main concern in
security and privacy. The well trained imposters perform
high attempt to forge a particular biometric trait in the
unimodal biometric systems. Improving the method of
analysis and tightening the threshold for recognition reduces
the issue of circumvention but instead, they will increase the
false rejection rate and failure to enroll rate. The appropriate
solution for this problem is to use multi-biometric traits
working in serial with suitable fusion method to decide upon
the credentials of the individual under question. The
multimodal biometric system is also forged by expert forgers
but fusion of matching scores decides the result.

This paper proposes a multimodal biometric security
model for efficient authentication against expert forgers. The
model deals with three phases for identification, verification
and decision. The first phase employs physiological
biometric traits for identification, second phase uses 3D
handwritten signature for verification, the third phase decides
from the fusion of the obtained matching scores compared
with the threshold value. The application of this model is to
use in access control, contract/agreement execution, banking
services, financial transactions, and acknowledgment of
goods/services received.
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Further, this paper is organised into six sections.
Following an introduction to unimodal biometric system in
section I, section II covers the introduction to multimodal
biometrics, section III describes the proposed authentication
model, section IV explains the 3D signature analysis, section
V shows the results and discussions, and section VI presents
the conclusion.

II. MULTIMODAL BIOMETRICS

Multimodal biometric systems use more than one
physiological and/or behavioural biometric trait for
recognition of individuals. The physiological biometric
authentication methods like fingerprint, iris, voice, face
recognition can be spoofed by a duplicate or when the person
is in an unconscious state of mind. The behavioural biometric
authentication like voice, handwritten signature possess
strong barrier for such spoofing even when the individual is
in medicated state due to the need for memory [7]. The
balance between “no need for memory” and “need for
memory” is obtained by considering one biometric trait from
each of physiological and behavioural biometric traits. The
proposed model considers one biometric trait from
physiological for identification (finger print, face recognition,
iris recognition) and one from behavioural for verification
(3D handwritten signature). The biometric identifiers
considered individually have exhibited some drawbacks [2]
whereas fusion exhibit some merits as shown in Table I.

A. Fingerprint

Human fingerprints are unique to each person and even the
fingerprints of twins are not exactly the same [8]. Fingerprint
is the pattern of ridges that make loops, arches or whorls. In
each fingerprint, there are regions where changes in ridge are
noticed, like, a ridge ends, splits into two ridges, join another
ridge or create an island; these features are called minutia [9].
It is these features that are extracted and compared for
determining a match. The comparison of two fingerprints is
performed through feature-based/minutia-based matching
methods [10]. Different fingerprint matching algorithms use
different types of information extracted from the input
fingerprints for matching. Automatic identification methods
based on fingerprint provide positive identification with a
very high accuracy [11], [12].

B. Face Recognition

Face recognition measures, analyzes the overall structure,
shape and proportions of the face. The features extracted
from the face images are used in comparison with face
database for identification [13]. The commonly used features
are distances between individual organs (like eye, nose,
mouth) located on a face, length of the organs, area, angle
made between two organs. Automated face recognition
system is capable of capturing face images from a distance
using camera, extract features and compare with database for
recognizing individuals [14], [15].

C. Iris Recognition

The iris is the annular region of the eye bounded by the
pupil and the sclera on either side. The complex iris texture

carries very distinctive information different for every
individual [2]. Iris recognition is the process of recognizing
the random pattern of the iris. It has higher consistency and
uniqueness compared to fingerprint or face [16]. Automated
algorithm for iris recognition is available which works by
locating iris using landmark features. The landmark features
and the distinct shape of the iris allow for imaging, feature
extraction and identification [17].

TABLE I COMPARISON OF UNIMODAL AND MULTIMODAL BIOMETRIC
IDENTIFIERS BASED ON THE PERCEPTION OF THE AUTHORS - HIGH,
MEDIUM AND LOW ARE DENOTED BY H, M, AND L, RESPECTIVELY

»n =
K] S
Biometric Identifier 'S 2 E = g = 4
£ 8| 8| 8| E| &l E
> = g 2 S o 3
= | 2 5| 3 5 S | &
= a A @) - < @]
Fingerprint M | H H M| H | M| M
Face H L M L H H
Iris H|H | H|M|H L
3D Handwritten Signature LMl L oMl o L
Fusion (Fingerprint + 3D
Handwritten Signature) M| H|M|H|H|H/|L
Fusion (Face + 3D
Handwritten Signature) M H M| H M
Fusion (Iris + 3D
Handwritten Signature) H H H | M L

D. 3D Handwritten Signature

Handwritten signatures are usually recognized in 2D. The
writing pad with dedicated pen for 2D handwriting is
commercially available for email signing and handwriting
recognition [18], [19]. The handwritten signatures in 2D are
easily forged, thus their impact in biometric security is quite
low.

The features that are considered usually in signature
verification are velocity, acceleration, pressure, direction,
pen ups/downs, total time taken, and length of the signature.
The handwritten signature considered with z-axis pressure
information is termed as 3D signature. Every handwritten
signature considered in 3D has a distinct feature of pressure
applied on the signature pad. This pressure information in 3D
makes the imposters difficult to forge the signature of the
genuine user. A special signature pad of non-linearly spaced
layers is considered for recording the signature with 3D
pressure feature [20]. The z-axis pressure variation is
measured by non-linearly spaced layers of the signature pad
as in Fig. 1(a). The non-linearity is considered in the model
for the reason of capturing the minute pressure variations in
z-axis which normally remains with the upper layers. The
lower layers are widely spaced to record the details of the
heavy pressure variations during the process of signing as in
Fig. 1(b). The hard to forge property of behavioural biometric
3D signature fused with other physiological biometric trait
decreases the problem of circumvention.
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on the winning results from different biometric traits that can
be spoofed by imposters. The only viable way for fusion
between different features of the various biometric traits is
matching score fusion [23].

.r.

sl

III. PROPOSED MODEL

The proposed authentication model involves three phases,
namely, identification phase, verification phase and decision
phase. The simple block diagram of the model with direction
flow is shown in Fig. 2 and the detailed block diagram of the
multimodal biometric authentication model with feedback is
shown in Fig. 3.

leantiflcasian Waiificasian
Phasy = Phaza
(b) ,
Fig. 1 (a) Special signature pad (b) z-axis pressure variations in the
E. Fusion - n:sizn | Accepl ¢ Roect
Fusion combines multiple sources of information to form a

single value for comparison. The fusion can be performed at
different levels in the multimodal biometric systems, like,
fusion at feature level, match score level or decision level [6],
[21]. Feature level fusion is difficult as the features extracted
from the multi-biometric traits are of different types [22].
Decision level feature is like majority voting which depends

Fig. 2. Simple block diagram of the proposed model.
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Fig. 3. Block Diagram of the Multimodal Biometric Authentication Model
A. Identification Phase MS = M (1)

j;otal

The physiological biometric traits like, fingerprint, face or
iris is used for identifying the individuals. These biometric

traits can be used independently or in combined mode
depending on the applications for identification. Initially, the
physiological biometric image acquisition is made for a clear
and perfect image. Then the features are extracted from the
obtained image. Once the required features are acquired, the

physiological matching score (MS)) is calculated by
comparing the features with the available database as in (1);
Joen 18 the number of matched features and f,,, is the

total number of features considered. The calculated matching
score is sent for identification and fusion.
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In the identification process, /:N matching is done by
comparing the matching score with identification

threshold (7}, ) to identify the individual from N individuals

in the database. The identification threshold is chosen from
the scale depending upon the application. Once the
identification process is successful, the identified
individual’s database code is transferred to the database of
the verification phase along with an indication to the next
phase to proceed. When the identification process ends in
failure without identifying any individual, then an error
message is sent along with an indication to repeat the

International Association of
Computer Science and Information Technology
WWW.IACSIT.ORG



TACSIT International Journal of Engineering and Technology, Vol.2, No.2, April 2010
ISSN: 1793-8236

identification phase.

B. Verification Phase

Once an individual is identified, the credential of the
individual is verified through behavioural biometric trait in
the verification phase. The behavioural biometric trait
considered is 3D handwritten signature. Once the 3D
signature is acquired through the special signature pad,
dynamic features like, velocity, acceleration, pressure,
direction, pen ups/downs, and total time taken are extracted

as fd along with the pressure information from each layer

as . The obtained individual features are compared with

layer
the identified database of the individual for dynamic feature

matching score (MS, ) and layers matching score (MS,,,, )

as in (1). The 3D signature weighted mean matching score
(MS; g ) is calculated by considering the dynamic and

layer matching scores with weight factors a and

b respectively as in (2).

J=l

{a X zq; Ms, } + {Z (b, x MS,,, )} o
5]

MS

3DSign =

The number of dynamic features considered is ¢ whose

combined matching score is multiplied by a common weight
factor a . In the consideration of layer matching scores, the

weight factor b for each layer is assigned individually with
more weightage to the lower layers as the pressure
information is distinct for individuals. The weight factor
b gradually increases from the upper layer towards the lower
layers with the total number of layers as 7. The calculated
weighted mean matching score is transferred to the decision
phase for fusion and authentication.

C. Decision Phase

The identification phase acts as a user ID, verification
phase acts as a password, and decision phase provides the
authentication result for the user ID and password like, the
general authentication method used in the internet
applications. In this model, individuals are safe from attacks
as physiological biometric is used along with 3D signature by
fusion. The fusion is performed in the matching score level
from the identification phase and verification phase matching
scores as in (3) for calculating the weighted mean total score

(WMTS) with & > ,B as the weight factor depending upon

the applications,

Z":apoSp}+[ﬁxMSwSign]

WMTS = L'l - )
e

When more than one physiological biometric trait is
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considered, then the individual weight factor & » is assigned

for each biometric trait with 7 being the total number of
physiological biometric traits considered. The summation of
the weight factor with their respective matching scores gives
the total physiological biometric matching score. The 3D
handwritten signature matching score is emphasized by the
weight age factor ﬂ . The calculated weighted mean total

score is compared with the preset threshold of fusion

(T

fusion) for deciding upon the accept/reject condition. The

fusion threshold (7

upon the application. The authentication depends on the
weight factor and threshold of fusion for efficient result.

usion) is chosen from scale depending

IV. 3D SIGNATURE ANALYSIS

Samples of 140 handwritten signatures are collected from
140 individuals. Among them, 100 genuine signatures are
forged by 20 imposters. Individuals acting as genuine signers
are given with five layers of paper to sign on the layer 1 with
their usual pressure applied on the paper.

The imposters are then trained and allowed to imitate the
genuine signatures with reasonable time limit. From the
sample of 100 genuine signers, 25 individuals are selected to
repeat their signature at different intervals of time in 10 days
period. A sample signature of genuine user compared with
imposter in five layers is shown in Fig. 4. The pressure
information recorded on each layer shows the distinct
variation in the signatures of the genuine user and the
imposter.
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Fig. 4. A sample signature of genuine user compared with imposter shown
for each layer

A total number of 25 individuals are selected from the
categories of simple signatures, normal signatures, and
difficult signatures. The selected 25 individuals are allowed
to repeat their signatures at different timings. A sample
signature of genuine user compared with his signature for
layer 1 and layer 5 at different timings is shown in Fig. 5. The
comparison of the signatures of the same individual shows
equal impression on layer 5 for different attempts at different
timings. A sample signature of genuine user compared with
the imposter as shown in Fig. 6 for layers 1 and 5. The
signature of genuine user and imposter shows exact matching
at layer 1 with less matching at layer 5.
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Fig. 5. A sample signature of genuine user compared with his signature at
different timing shown for layer 1 and layer 5.
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Layer 5

Genuine Signature Forged Signature

Fig. 6. A sample signature of genuine user compared with imposter shown
for layer 1 and layer 5.

V. RESULTS AND DISCUSSIONS

The collected signature samples are verified off-line by
three human judges; out of them, two are experienced in
signature verification and the third is an amateur signature
verifier. The judges are given reasonable time limit to verify
the signature and award matching score, varying in the
matching scale of 0 to 5, 0 being the point for no matching
and 5 being the point for exact matching. Points 1,2, 3, and 4
denote 20%, 40%, 60% and 80% matching between two
signatures under test.

TABLE Il MATCHING SCORES FROM THE MEAN OF SAMPLE GENUINE
SIGNATURES WITH FORGED SIGNATURES IS GIVEN IN 0-5 SCALE DENOTING
WITH 0 BEING NO MATCHING AND 5 BEING EXACTLY MATCHING

ers Layer Layer Layer Layer Layer
Judges L1 2 3 4 5
Judge 1 3.42 2.80 2.05 0.77 0.01
Judge 2 3.81 3.38 2.51 1.07 0.09
Judge 3 3.40 3.06 231 1.06 0.14
Average 3.54 3.08 2.29 0.97 0.08

The results of the human judgment are shown in Table II.
The results show that the expert forger can replicate the
genuine signature in the 2D surface easily at upper layers,
namely, layer 1 and layer 2. When the hidden information of
the pressure is considered for the verification of genuine and
forged signatures, it is observed that the expert forgers are
unable to replicate the exact pressure that is applied by the
genuine user as shown in layer 4 and layer 5 matching scores.
The matching scores between the genuine and forged
signatures decrease while considering the pressure of the
signatures from layer 2 to layer 5. The mean of the matching
scores of the three judges for 100 signature samples
compared with imposter in layer 1, layer 3, and layer 5 is
shown in Fig. 7. Layer 5 matching scores between genuine
user and imposter are low due to the different matching
points of the signatures recorded. Fig. 8 shows the mean of
the matching scores between genuine user and imposter for
25 signature samples showing huge difference in the
matching scores between layer 1 and layer 5. The results of
signature matching score from the same user compared with
his/her own signature has high values even in the lower
layers, like, layer 4 and layer 5. The matching score
differences between layer 1 and layer 4 are quite low as
shown in Fig. 9.
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Fig. 7. Matching scores between genuine users and imposters for the sample of 100 signatures given as the mean of the three judges for
layer 1, layer 3, and layer 5.
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Fig. 8. Matching scores between genuine users and imposters for the selected 25 signature samples given as the mean of the three judges for
layer 1 and layer 5.
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Fig. 9. Matching scores between genuine users with his/her own signature for the selected 25 individuals given as the mean of the three judges for
layer 1 and layer 5.

TABLE III CALCULATION OF FAR AND FRR BASED ON THE HUMAN
JUDGES’ PERCEPTION FOR 3D SIGNATURE

S. No. | Threshold Value (T) FAR FRR
1 0.5 4% 0%
2 1 0% 0%
3 1.5 0% 0%
4 2 0% 0%
5 2.5 0% 4%
6 3 0% 12%
7 3.5 0% 72%
8 4 0% 88%

False Acceptance Rate (FAR) denotes the percentage of
accepting an imposter as a genuine user. False Rejection Rate
(FRR) denotes the percentage of rejecting the genuine user
deciding the user as an imposter. The percentages of FAR
and FRR solely depends on the threshold value set for a
particular application. Table III shows the threshold value (T)
set for the 3D signature verification matching points, and its
effect on FAR and FRR. The mean value of the three judges
are considered to decide upon FAR and FRR. When the
threshold value is set at a high value, FAR is fully eliminated

and FRR increases, exponentially. FAR increases whereas
leaving FRR to 0% for the less threshold value. The
increasing values of FRR for high threshold are mainly due to
image quality in the layer 4 and layer 5 of the samples. The
FAR and FRR values are plotted against the threshold values
as shown in Fig. 10. The Equal Error Rate (EER) denotes the
lowest point where the values of FAR and FRR are
considered to be equal. EER helps in setting the optimum
value of the threshold. As per the values obtained, the EER is
at the threshold values of 1 to 2. The image quality obtained
down to layer 2, namely, layer 3 to layer 5 made some
signatures to be difficult for judgment. The automated system
with dedicated hardware for 3D signature acquisition can
show better results. The calculated values of FAR, FRR, and
ERR exhibit an encouraging preliminary results for the
deployment of 3D signature verification hardware.
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Fig. 10. FAR and FRR corresponding to the threshold values.

VI. CONCLUSION

Multimodal biometric systems are tolerable for the
circumvention than the unimodal biometric systems. The
preliminary results reveal that the 3D information of
handwritten signature is acting as a distinct hidden factor and
shows positive sign for consideration of 3D handwritten
signature as a unique biometric identifier. The large set of
samples indicates that the expert forgers are unable to imitate
the pressure variation of the genuine signer even though the
forgers are able to exactly replicate the signature in 2D. The
fingerprint forms the superior combination with 3D
handwritten signature compared to face recognition and iris
recognition as many governmental agencies, like, passport
office, immigration, registration office can easily deploy
them. The threshold value in the decision phase is decided
based on the security level that is needed for any application
to overcome the problem of circumvention in biometric
security systems. The proposed authentication model
increases the security in access control, contract/agreement
execution, banking services, financial transactions, and
acknowledgment of goods/services received. The apt
selection of weight factor and threshold depending upon the
application efficiently eliminates the imposters.
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