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Abstract—I nformation sharing and integration are being
looked upon asthe most increasingly adopted methodologies by
governments around theworld, for solving problemsin a broad
variety of programs and policy areas. Issues of universal
concern such as disease detection and control, terrorism,
immigration and border control, illicit drug trafficking, and
more demand information sharing, coordination and
collaboration amid gover nment agencies within a country and
across national boundaries. Several daunting challenges exist
towards the development of a competent information sharing
protocol. Theprincipal challenge would bethe development of a
protocol capable of sharing secure information between
different government and non-government agencies, with the
purpose of streamlining government services. In this paper, we
devise an innovative and proficient trust-based information
sharing protocol for secure exchange of confidential and top
secret information amongst government intelligence agencies
across national boundaries using public key cryptography. The
proposed protocol makes use of 1) MD5 Algorithm for Data
Integrity 2) Public key cryptosystem for Confidentiality and
Authentication and 3) A unique and complex mapping function
for Agency Identification. Furthermore, the proposed protocol
facilitates privacy preserving information sharing with
probable restrictions based on the trust level maintained
between the communicating agencies. The trust protocol
devised ensures secure and stream-lined information sharing
among government intelligence agencies to shun ominous
activities.

—Digital Government, Government Intelligence Agencies,
Information Sharing, Mapping Function, Message Digest 5
(MD5), Public-Key Cryptosystem, Terrorism, Security, Trust.

.  INTRODUCTION

Government is a chief accumulator and contributor of data
and information, provider of information—based services and
consumer of information technologies [1]. The ever so
important next step in reinventing government is the
universal application of information and communications
technologiesfor the delivery of government services, in short,
nurturing digital government [8]. Digita Government is
defined as the “civil and political conduct of government,
including provision of services, by utilizing information and
communication technologies” [2].

The initiatives of digital government are complex change
efforts anticipated to utilize innovative and emerging
technologies to support transformations in the operation and
effectiveness of government [10]. Digital government,
intended to optimize its internal and external functions with
the aid of Information Technology (I T), proffersaset of tools
to the government, the citizen and business that can
effectively renovate the means of interaction, service

delivery, knowledge utilization, policy development and
implementation, participation of citizens in governance, and
reforms in public administration and good governance goals
are achieved [9]. Information is one of the most noteworthy
assets of government. As a result, governments around the
world opt for information sharing as a strategy for increasing
the value of information in offering services and reacting to
problems[21], [26].

Potential for booming government information technology
(IT) innovations is particularly important when collaboration
and information sharing across domains are vital to success
[3]. “Information sharing” to different government sectors
means different things at different periods of time. The
information can be defined as. collection and sharing of
intelligence between two security divisions, or sharing actual
e-crime data, data observations, notes of surveillance,
scientific facts, commercial transaction data, and more.
Given that there is a shortage of standard methods for digital
government information sharing, the means of information
sharing are not presently monitored, authenticated and
recorded on a regular basis [23], [27]. Severa daunting
research challenges persist in information systems that offer
international  collaborations amongst  governments:
information management across agencies and organizations,
transparent interoperation across heterogeneous information
networks, and share of multilingual information [11], [12],
[28]. Besides, information sharing is not at all times assured
to be free from risks, which may comprise unauthorized
access, malicious alteration, and destruction of information
or misinformation, computer intrusions, copyright
infringement, privacy violations, human rights violations and
more.

One of the most essential issues for the creation of
effectual e-government architectureis confidential sharing of
information among diverse government agencies. In modern
times, the government agencies countenance a number of
complex global problems like: border control, illegal
immigration, terrorism, and bio-security threats. The
complex global problems aforesaid could be prospectively
solved by effectual collaboration and information sharing
amongst the agencies [4]. Information sharing is imperative
to enhance the security of the country and is a significant
factor in proposing absolute and practical approaches for
protection against imminent terrorist attacks. Terrorism is
definitely one of the striking problemsall over the world [18],
and it is found that an effectual and secure information
sharing system among global intelligence agencies will make
possible a much more stern control over Terrorism. There
have been so many occurrences of terrorist attacks witnessed
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all over the world that would have been prevented by
efficient trust-based information sharing.

Terrorism has reached staid dimensions after the twin
towers attack on September 11 at the World Trade Centrein
United States of America (USA). The whole world came
across the complete blown up pictures that portrayed the
sudden vertical collapse of the commercial might of USA.
The September 11 attack and the following investigations
revedled the existence of a grave information sharing
problem among the pertinent federal government agencies,
and the problem could cause large dearth in terrorism attack
detection [14]. On 26 November, 2008, the world witnessed
another most publicized sudden crisis, which was an outburst
of anti social activity against common people of India, where
more than a couple of hundred were dead and severa
hundreds were injured [20]. The above are some serious
catastrophes that forced the global intelligence agency
authorities to repeatedly emphasize the necessity for a more
efficient information sharing system. A secure and trusted
information-sharing infrastructure is a prerequisite to
facilitate government agencies to interact with and share
information effortlessdly and impeccably across many
different networks and databases nationwide [5], [13].
Creating a broad foundation for information sharing
necessitates trust amongst all information sharing partners.
The apprehension that shared information will not be
safeguarded effectively or used duly; and that sharing will
not always occur mutually, are grounds for lack of trust [14].

History reveals evidences of information sharing that have
occurred in a very restricted manner amongst law
enforcement agencies: on the whole, only by individua to
individual or case by case basis. Efficient sharing of
information between different communities at varied levels
of government — national, state, regional, and local — has
developed into a pinnacle priority of world governments,
whose leaders continually emphasize the necessity for more
effective information sharing to enhance homeland security
efforts[14]. There are two categorizes of information sharing
technologies currently, they are: (a) privacy-preserving
information sharing, where two communicating parties with
information x and y respectively communicate with each
other such that a function of x and y, symbolized f(x,y) is
computed and shared by the two parties, preserving the
privacy of x and y and (b) non-privacy-preserving
information sharing, where two communicating parties with
information x and y respectively share (part of) x and/or (part
of) y along with f(x,y) [29, 30].

The potential to share terrorism-related information can
achieve a unification of the federal, state, and local
government agencies efforts, as well as the private sector in
forestalling or reducing terrorist attacks. Many government
agencies abandon to shareinformation primarily because of 1)
internal conflicts 2) fear of impairing their individual national
interests and 3) most substantially the fear of information
being hacked. Information exchange between government
agencies necessitates a distinct, more restraining trust model
primarily because of two reasons. (1) Presence of extremely
sensitive information (2) the demand for a more accountable
and fair information sharing mechanism to surmount the
differences and conflicts-of-interest existing between
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agencies [14]. All these factors insist the need for a
trust-based effective information sharing system. Albeit
trust-based information accessiswell studied in the literature
[19, 15, 16, 17, 7] the presented trust model s, which are based
on certified attributes, could not proffer effectual information
sharing among government agencies.

Thiswork is an enhanced version of our previous research
[35], which improves the security of the presented
trust-based security protocol by providing authentication, for
confidential exchange of top secret information among global
government intelligence agencies without harming their own
national interests. As a universal rule, digital government
principles are based on the surmise that distinct government
agencies are ready to collaborate and share their findings
through a common network infrastructure. A secluded means
to help information transfer fosters the courage and
co-operation amongst the government intelligence agencies.
The government intelligence agencies can efficiently share
information about terrorists and their activities in a
confidential manner by means of the proposed trust-based
security protocol. The precision and the amount of
information shared between communicating government
intelligence agencies is based on the predefined trust level
maintained. The proposed security protocol achieves data
integrity using MD5 Algorithm, confidentiality and
authentication using public key infrastructure, controlled
privacy using trust level and agency verification using a
mapping function.

The rest of the paper is organized as follows: A brief
review of the researches related to the development of
trust-based protocols for secure information sharing among
communicating parties is presented in Section 2. The
proposed trust-based protocol for effectual and confidential
information sharing is presented in Section 3. Section 4
discusses the experimental results obtained and finally the
conclusions are summed up in Section 5.

Il. REVIEW OF PRIOR RESEARCHES

A copious number of trust-based information sharing
protocols has been offered by researchers for effective
information sharing between communicating parties. Of
them, a handful of researches deal with secure sharing of
confidential information among government agencies. The
development of trust-based secure information sharing
protocols is one of the leading research areas. Here, we
present a concise review of selected significant contributions
from the existing literature.

Peng Liu et a. [14] have proposed a novel interest-based
trust model and an information sharing protocol to surmount
the problem of information sharing between government
agencies. The proposed protocol incorporated a family of
information sharing policies, aong with information
exchange and trust negotiation, interleaved and
interdependent upon each other. Furthermore, the protocol
was implemented by making use of the emerging technology
of XML Web Services. The implementation was completely
compatible with the Federal Enterprise Architecture
reference models and can be integrated openly into presented
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Jing Fan et al. [25] have presented a conceptual model for
information exchange in an e-government infrastructure.
They deduced that the Government-Government (G2G)
information sharing model will help in offering an
understanding for G2G information sharing and will assist
decison makers in framing decisions with regards to
participation in G2G information sharing. They tested the
proposed conceptual model with the intention of discovering
the factors persuading the participation in an e-government
information sharing and emphasizing the conceptual model
via case study under Chinese government system.

Fillia Makedon e a. [23] have presented a
negotiation-based sharing system called SCENS: Secure
Content Exchange Negotiation System developed at
Dartmouth College with the assistance of many
interdisciplinary experts. SCENS was a multilayer scaleable
system that brings about surety to transaction safety via
numerous security mechanisms. It was based on a metadata
description of heterogeneous information and was applied to
a number of diverse domains. They demonstrated that with
susceptible and distributed information the government users
might bring about an agreement on the conditions of sharing
information by means of negotiation.

Xin L. [22] has devised a distributed information sharing
model and also assessed the technique standard support of the
model. It was deduced that the cost of managing the
government information exchange and cooperation between
agencies will be decremented with an augment in the ability
and efficiency of agencies' collaboration owing to the secure
e-government information sharing solutions. Nabil R. Adam
et a.[32] have studied on confronts in integration,
aggregation and secure sharing of information for offering
situation awareness and response at the strategic level. The
proposed system based on context-sensitive parameters,
filters, integrates, and proficiently visualizes the data
extracted from different autonomous systems essential to get
a common operational picture. One noteworthy confront
found was to make certain secure information sharing.
Information sharing remainsto be aprincipal intricacy owing
to the data privacy and ownership concerns and an extensive
range of security policies adopted within different
government agencies.

Nabil Adam et al.[33] have presented a two tier RBAC
approach to offer security and discriminative information
sharing between virtua multi-agency response team
(VMART) and as requirements arise it allows VMART
expansion by admittance of new collaborators (government
agencies or NGOs). They also provided a coordinator Web
Service for each member agency. The coordinator Web
Service works with the following responsibilities:
authentication, information dissemination, information
acquisition, role creation and enforcement of predefined
access control policies. Realization of Secure, selective and
fine-grained information sharing was accomplished by the
XML document encryption in compliance with equivalent
XML schemadefined RBAC policies.

Achille Fokoue et a. [34] have devised logic for risk
optimized information sharing by utilizing rich security
metadata and semantic knowledge-base that encapsulates
domain specific concepts and relationships. They

demonstrated that the approach was: (i) flexible: e.g., tactical
information decay sensitivity in correspondence with space,
time and external events, (ii) situation-aware: e.g., encodes
need-to-know based access control policies, and more
importantly (iii) assists explanations for non-shareability;
these explanations with rich security metadata and domain
ontology alows a sender to astutely achieve information
transformation with the intention of sharing the transformed
information with the recipient. Furthermore, they have
provided a secure information sharing architecture making
use of a publicly available hybrid semantic reasoner and also
presented a number of descriptive examples that accentuates
the advantages of the approach in comparison to traditional
approaches.

Ravi Sandhu et a. [24] have proposed the ways by which
modern Trusted Computing (TC) technologies could
facilitate secure information sharing, those not offered with
pre-TC technology. They have created the PEI framework of
policy, enforcement and implementation models, and
demonstrated its application in examining the problem and
synthesizing solutions for it. The framework facilitated the
detailed examination of potential TC applications for secure
information sharing in their future work.

Tryg Ager et al. [31] designed a set of policy-based
technologies to ease increased information sharing between
government agencies without negotiating information
security or individual privacy. The approach includes: (1)
fine-grained access controls that support deny and filter
semantics for complex policy condition satisfaction; (2) a
sticky policy ability that facilitates consolidation of
information from multiple sources subject to the source’s
original disclosure policies of each; (3) a curation
organization that permit agencies to apply and contrive
item-level security classifications and disclosure policies; (4)
an auditing system that accounts for the curation history of
each information item; and (5) a provenance auditing method
that traces information derivations over time to offer support
in evaluating information quality. The eventual aspiration
was to offer a scope to solve stupendous information sharing
problems in government agencies and proffer direction for
the development of future government information systems.

I1l. SECURE INFORMATION SHARING PROTOCOL
BASED ON TRUST

Government information is a vital asset that must be
maintained in trust and efficiently managed by governments.
A superior importance has to be put forth by government
ingtitutions, at al levels, on the sharing of data and
information between and amongst its trusted partners. With
the purpose of meeting the rising demands and service
expectations, information must be influenced and supported
by coordinated, integrated solutions [6]. With dexterous
information sharing solutions, government intelligence
agencies will be competent to predict the security risks and
attacks, including terrorist attacks. Nevertheless, devising
secure information sharing mechanism between government
intelligence agencies is not trivial because they worry that
their interests may be exposed when their information is
shared with other agencies [22]. This section presents the
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proposed innovative and proficient trust-based security
protocol for secure sharing of confidential information
among government intelligence agencies.

The devised protocol is non privacy-preserving, but
assures that both the source and the target agencies are
ensured paramount confidentiality and authentication in
information transfer. The intelligence agencies fret that the
hacking of sensitive information shared would cause
apprehension to their own nationa interests. This demands
an efficient security protocol that offers confidentia and
authenticated information sharing with regards to the
national interests of both the source and the target
government agencies. Furthermore, there is likelihood that
the target agency would misuse the secret information
without the apt approva of the source agency. The above
case cannot be entirely averted in a non privacy-preserving
protocol but could be controlled by availing information
transfer based on the predefined trust level existing between
the communicating government agencies. The government
intelligence agencies make use of the devised protocol to
shareterrorist information in asecure manner. The credibility
of information shared is based on the trust level maintained
between communicating government intelligence agencies.
The proposed protocol ensures trust-based secure
information exchange between communicating agencies.

The prerequisites for the proposed trust-based security
protocol includes: a) The public keys of the communicating
agencies b) A unique and complex mapping function. The
communicating agencies attain their public and private keys
from a trusted Certificate Authority (CA). The predefined
complex mapping function uniquely identifies the
communicating agencies. The steps describing the proposed
trust-based security protocol is organized in such away that,
the source agency first requests for some secret and valuable
information followed by the corresponding target response
based on the trust level maintained and a validation of the
target response at the source agency.

A. Sepsin the Protocol at Source Agency

1) Structuring of Source Request

The source agency requests for some surreptitious
information about terrorists and their suspicious activities to
the target agency. It is the duty of the source agency to
transmit the request in an unintelligible possibly encrypted
manner such that the hackers cannot extract any valuable
information or ater the information in the request. The
framing of the source request involves the following steps:

1.A random number R is selected and is encrypted by

Pub

making use of the public key K5~ of the source agency.

On target response, the encrypted random number R, will

be used to certify that the response corresponds to the
apposite source request.

Ry = Enc[R] g

2.A set of random values Sy, the source agency identifier
and the request are combined with the encrypted random
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number R, to obtain SEp, . The random values set
S will be utilized to validate the identity of the target.
Se =y e}
SE,... =R, +src id +[S;] + Request
3.The MD5 Algorithm is employed to compute the hash
value H, 4 of the SEp 44 -

Hya = MDY SEpyal
4. The hash value H, 4 , set of random values Sy and the
request are combined and encrypted with the private key

K g’f ! of the source agency to form SApata - The encryption

with the source private key validly authenticates the source’s
request.

Spata = Sr +Request + H,y
SApata = EnC[SData]Kg>r i

5. The encrypted random number R, and the source
agency identifier are then appended to SAp 4, to form the

user request SReq . Eventually, the user request is encrypted

with the public key KFUP

form Speq -

Sy = ENdlR, +7¢ id + S ] o

The framed source agency request SReq possesses the

of the target agency to

encrypted random number R, , the source agency

identifier src id , SA,,, , al encrypted with the target’s

Pub

public key K1~ . Now, this source agency’s request SReq

is transmitted to the target intelligence agency. The block
diagramin Fig 1 portraysthe stepsinvolved in structuring the
source agency’s request.

R Srcid Sk Request

Source’s l \;4
Public key

Rv
s

[ MD5 Algorithm ]

Source’s
{ Encryption }47
Private key

SApaa

Hash value .
SApu.+Ry+Src id
Target’s "

Public key
Source Request

Fig .1: The structuring of source request

B. Stepsin the Protocol at Target Agency
1) Validation of the Source Request

On receiving source agency’s request, the target agency
must authenticate source agency followed by validating the
integrity of source agency’sreguest. Then, on the basis of the
trust level maintained with source agency, the target presents
with an apposite and confidential response to the source
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agency. The steps involved in the integrity checking and
authentication of source agency’s request are as follows:

1. The request SReq is decrypted with the private key of

the target K-'ro i . Asthe private key is the secret property of

the intended target agency, the target is assured that no one
else can decrypt the request.

DREq = DeC(SReq)K-F>ri

2. The p, obtained from step 1 contains SAn, . R, and

src id. The SAp4 obtained is decrypted with the public

request has originated from the claimed source agency.
DReq = DeC(SAData )Kg’“b

DReq
request and the hash valueH .

3. The SEp,, = (R, +src id +[S;] + Request) is

of the source agency. This authenticates that the

contains the set of random numbers[S;], the

formed and its hash value H 5 is computed with the aid of
the MD5 algorithm. .

Hya = MDY SEpgal

4. 1If the hash value computed from the above step and the
hash value present in the source agency’s request are
identical, it ensures that the request has not been tampered
during data transmission.
if (HvaJ == HvaJ) then

request is not tampered

end if

The decrypted source request contains the encrypted
random number, the source agency identifier, the set of
random values and the request. The target agency’s response
is on the basis of the trust level maintained between the
source and target agency, which is maintained in a database.
The credibility and amount of information conveyed in the
response depends on the trust level maintained with the
communicating source agency. The block diagram in Fig 2
depicts the steps involved in the validation of the source
agency’s request.

Source Request

Target’s

Private Key
Ry Srcid SApa

l Source’s
(B
Public key

i ! '

Hash value

Not successful
Request is
Tampered

Compare
Hash
values

v
MDS5 Algorithm

Hash value
Successful

Request is not tampered

Fig. 2: Validation of the source request

2) Structuring of Response
The response to the corresponding source agency’s request
will be crafted as follows:

1. Thetarget agency’s database is scanned to attain the
trust level maintained with the source agency. The
trust level is a symbolization of the understanding
levels of their respective countries. The source
agency identifier serves as an index for the database
search.

2. The encrypted random number R, in the source
request is kept as such in the response.
3. A mapping function M ¢, , uniquely defined

between the communicating agencies is retrieved
from the target database based on the source agency
identifier. It is then applied to the set of random
numbers in the source request to attain a mapping

vaue M, . Subsequently, its sine value is
computed and denoted asM ', ; .
Mya =M fn(SR)
Mval = S.r](lvlval)
WhereSg ={r; 15 I3 e Tt Mg ={+,- %, /}

4. The target agency determines the amount and
credibility of confidential information to be shared
with the source agency based on the trust level
obtained from Step (1).

5. The equivaent response for the source request and
the calculated mapping value are appended to

theTEpta -
TEpata =[R/ + M'y4 + Response]

6. The MD5 Algorithm is employed to compute the
hash value of TEpg, and is combined with
TEpata to form the eventual response.

Hya = MDY TE 4]

7. The structured eventual response of the target is
lastly encrypted with the public key of the source

agency K SPUb to acquire Treg . This ensures the
confidentiality of the information shared.
TRes = EnC[TEData + Hval ] Kgub

Afterwards, the encrypted target response Treg is sent

back to the corresponding source agency. The block diagram
in Fig 3illustrates the steps involved in structuring the target
agency response based on trust level.

Mapping function,
Trust level Selection

Mapping value
Generation

Trust level

TEData
[ MDS5 Algorithm ] l

TEpaat Hash value

ource’s
(o
Public key

Target Response

Hash value
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Fig. 3: Structuring of response

C. Sepsin the Protocol at Source Agency
1) Validation of Target Response

On receiving the response from target, the source agency
cannot deem it blindfold, but must make sure the following: 1)
integrity of the target response 2) The response originated
from the true or intended target (Authentication) and 3) The
response corresponds to the apt request of the source agency.

1. The target response is decrypted using the private

key of the source agency K Q ! , which discloses the

encrypted random number, mapping value, the
response and the hash value.

SI-Res = Dec(TRes)Kg’ri

STes =[R, + M’y +Response+ H 4 ]

2. The response is confirmed for its integrity on the
basis of the hash value computed using the MD5
algorithm.

H,a = MDR, + M’ +Response]
if (Hy ==H,,) then
information is not tampered
end if

Mapping

l

Not successful
Response is
invalid for
intended reques)

Compare
Random
numbers

Successful Response is valid for Successful

intended request

Compare
Mapping
values

The target

3. The mapping value present in the response is
recomputed at the source agency to ensure that the

response came from the intended target.
if (M',y ==M"y ) then
Thetarget isvalid
end if
The encrypted random number in the target
response is decrypted with the private key of the

source agency KSP” to assure if it is a valid

response for the request made.
if (R==Dec[R, ] pn1)
Theresponseisvalid
end if
5. After evaluating al these parameters, the source
agency deemsit as valid response from the target.
All the above steps guarantee that the proposed trust-based
security protocol is effective in providing confidential,
authenticated and secure information sharing. Further
communications between the agencies follow the procedures
discussed above. The block diagram in Fig 4 shows the steps
involved in the validation of the response.

value Target Response

Not successful Ld Source’s
The target | Decrypt |‘7
Private Key

is valid

is valid

—

Mapping value

.

Response

v

Hash value

Source’s
Private key

MD35 Algorithm

Not successful
The TEpata
is tampered

Compare
Hash

values
Hash value alues

Successful

The TEpg is
not tampered

Fig. 4: Vdidation of the target’s response
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IV. EXPERIMENTAL RESULTS

The experimental results of the presented trust-based
information sharing protocol are presented in this section.
The proposed trust-based information sharing protocol is
programmed in Java (JDK 1.6). The results acquired from
experiments show that the presented protocol provides an
effective and secure information sharing mechanism for
communicating government intelligence agencies. The
presented protocol is described as a three-way handshaking
procedure to accomplish secure information sharing. The

process started with a request for secret information about
terrorists and their activities, by utilizing the techniques of
hashing, a unique mapping function and public key
cryptography. The target agency after a security verification
responded with the suitable information on the basis of the
trust level maintained with the source agency. The
information shared will be a subset of the information
available with the target agency based on the trust level. At
the source agency, the legitimacy and confidentiaity of the
responseis verified.

TABLE |: RESULTS OF EXPERIMENTATION

Source Target Terrorist Information available with the Target Trust-based Shared

Agency | Agency ID agency Information

CIA FBI 98L€etT8 {81,82,83,84,85,86,87,88,89,90} {86,83,85,88,82,81,89,90,84}
ISl CIA 98LetT8 {81,82,83,84,85,86,87,88,89,90} {86,83,85,88,82,81,89,90,84}
RAW CIA 03AIgT9 | {91,92,93,94,95,96,97,98,99,100} {97,94,98,95}

RAW FBI 06TaATY? {71,72,73,74,75,76,77,78,79,80} {79,72,76,74,78}

CIA RAW 98LetT8 {81,82,83,84,85,86,87,88,89,90} {86,83,85,88,82,81,89,90}
RAW CIA 06TaT? {71,72,73,74,75,76,77,78,79,80} {79,72,76}

FBI RAW 98L€etT8 {81,82,83,84,85,86,87,88,89,90} {86,83,85,88,82,81}

ISl FBI 03AIgT9 | {91,92,93,94,95,96,97,98,99,100} {97,94,98,95,99}

CIA FBI 06TaAT7? {71,72,73,74,75,76,77,78,79,80} {79,72,76,74}

ISl FBI 98LetT8 {81,82,83,84,85,86,87,88,89,90} {86,83,85,88,82,81,89,90}

Table 1 depicts the results obtained from the
experimentation on the proposed trust-based security
protocol using duplicate data. From the table, it is obvious
that the quantity of information shared between
communicating government intelligence agencies depends
on the trust level maintained between them. In Table 1, the
field “Information available in the target agency” gives
complete security information available with the target
intelligence agency about the terrorist and their suspicious
activities, which has been collected over long periods of time
and thefield “Trust-based shared Information” consists of the
information shared between the government intelligence
agencies based on the trust level, without harming their own
national interests. The experimental results portray that the
presented trust-based security protocol enables effectual and
secure information sharing on the basis of trust between
global government intelligence agencies without affecting
their own national interests.

V. CONCLUSION

Trust-based information exchange is a significant
characteristic of any digital government that wants to assure
democratic  principles. Challenges in  building a
computational infrastructure for exchanging top secret
information is difficult to solve and demand novel incentive
schemes. In this article, we have presented an innovative,
proficient and trust-based security protocol for confidential
sharing of secret information amongst government
intelligence agencies. The designed trust-based security
protocol has offered confidentiality, authentication, integrity
and agency verification by utilizing MD5 Algorithm, public
key infrastructure and a unique mapping function. Also, on
the basis of a predefined trust level, a restricted privacy is

maintained between the communicating agencies. The
proposed protocol will enhance the trust level between the
communicating parties by enabling efficient and confidential
sharing of secret information.
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